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( AGENDA )

1. Session 1. How a switch works, what types of switches can we encounter,
how to read device specifications. What is the basis of device manage-
ment security, what is an 0oB network, how to implement, authenticate,
and monitor administrative access to switches, and how to monitor the
operation of the device itself.

Session 2. Port Security. VLAN Management, MAC Table Security, MAC
Filtering Mechanisms, DHCP Snooping, ARP Snooping, and more.

Session 3. The World of VLANs. Configuring and Securing Both VLANs and
Users.

Session 4. 802.1x. The RADIUS Protocol. Configuring a Simple 802.1x,
The 802.1x Mechanism in a WLAN.

Session b. Spanning Tree. What are Spanning Tree Protocols? How to
Securely Automate Switch Management.
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